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Abstract: Cloud Computing has emerged as a paradigm to deliver on demand 
resources such as infrastructure and applications to customers as per their 
requirements on a subscription basis. Due to an exponential increase in the 
number of service providers, customers need a basis to make a judicious choice 
of a cloud offering. Thus to assist customers in selecting a most trustworthy 
cloud provider, a unified trust evaluation framework is needed. In this paper, a 
hierarchical trust model has been proposed to rate the service providers and their 
various plans for infrastructure as a service. Such a trust ranking mechanism will 
help the consumers to compare and rank alternative service providers based on 
their requirements. 
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1. Introduction 

Cloud computing is an innovative Information System architecture which has leveraged 
users from hardware requests by reducing overall client side requirements and complexity. 
It is empowered by virtualization technology; a technology that exists since decades but 
was available only on mainframe systems [1]. Cloud customers outsource their 
computation and storage to public providers and pay for the utilised service.  Many 
companies ride the wave to provide public cloud computing services, such as Amazon, 
Microsoft, Rackspace, and GoGrid and this seems to be increasing gradually [2]. These 
cloud providers offer a variety of options in pricing, performance and feature set. For 
instance, some offer infrastructure as a service (IaaS), where a customer runs applications 
inside virtual machines (VMs), using the APIs provided; others offer platform as a service 
(PaaS), where a cloud customer builds applications using the APIs provided by the cloud. 
Cloud providers also differ in pricing models. For example, Amazon’s AWS charges by 
the number and duration of VM instances used by a customer, while Google’s AppEngine 
charges by the number of CPU cycles consumed by a customer’s application. 
     Cloud computing has achieved increased popularity with increase in number of 
offerings; hence concerns are being voiced about the security and management of 
sensitive personal information in a public network [3]. To assist customers in exploring 
the differences and selecting the most trustworthy cloud provider, a trust-aided unified 
evaluation framework is needed. Trust and Reputation models used in various application 
environments represent a promising and essential basis for such a framework. 
     Survey papers [4-8] discuss the concepts of trust management using various 
approaches by comparing the trust schemes applicable for cloud computing environment. 
A fuzzy logic based trust evaluation scheme that enables the cloud users to evaluate the 
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trustworthiness of cloud services providers has been described in [9]. Here the trust 
estimates are obtained for the infrastructure facilities based on scalability, availability, 
security and usability. Using direct interaction and recommendations from the user, a 
fuzzy based framework to select the trustworthy service provider in cloud computing 
environment has been proposed in [10]. The importance of recommendation from 
trustworthy acquaintances and random agents is emphasised here. A unified trust 
evaluation framework described in [11] discusses the properties for establishing trust and 
rates the service providers in terms of cost, quality and location. Another framework 
discussed in [12] uses Analytical Hierarchical Process (AHP) to rank the cloud service 
providers based on the parameters identified by Cloud Service Measurement Initiative 
Consortium (CSMIC) [13]. In our work, we have evaluated the trust estimates of the 
various Cloud Service Providers (CSPs) and their plans using a fuzzy based hierarchical 
model driven by user’s priority. 
The description of trust parameters, hierarchical model and trust estimates of CSPs are 
discussed in the next sections.  

2. Parameters for Trust Estimation 

A Service Measurement Index (SMI) based framework for evaluating the business 
services for IaaS described in [13] uses a set of business-relevant Key Performance 
Indicators (KPI's) to provide a standardized method for measuring and comparing 
business services. The SMI follows a hierarchical structure of parameters which has been 
developed by the CSMIC. CSMIC identifies a set of parameters that would help in 
ranking the service providers. These parameters are described below: 
Accountability- Accountability for an organization consists of accepting responsibility for 
the stewardship of personal and confidential data to take responsibility for the protection 
and appropriate use of that information beyond mere legal requirements, and to be 
accountable for any misuse of that information. Accountability plays a major role to build 
the trust of a customer on any Cloud provider. No organization would want to deploy its 
applications and store their critical data in a place where there is no accountability of 
security exposures and compliance. Functions critical to accountability, which SMI 
considers when measuring and scoring services include auditability, data ownership, 
governance, compliance, provider ethicality, sustainability, etc. 
Agility– Agility is the rapid and proactive adaptation of enterprise elements to unexpected 
and unpredicted changes. It also indicates the impact of service upon client's ability to 
change direction, strategy, or tactics quickly and with minimal disruption. Agility in SMI 
is measured as a rate of change metric, showing how quickly new capabilities are 
integrated into IT as needed by the business. The attributes contributing to this criterion 
are elasticity, portability, adaptability, scalability, flexibility etc. 
Assurance- Assurance is a systematic process of checking to see whether a product or 
service being offered is meeting specified requirements. With respect to SMI, this 
category includes key attributes that indicate how likely it is that the service will be 
available as specified. Therefore, reliability, resiliency and service stability are some 
important factors pertaining to Assurance in selecting Cloud services. 
Finance– Business liveliness is determined by the financial cost a business service incurs. 
Using the cloud can reduce total cost of ownership of infrastructure significantly. Because 
each client is unique, the potential savings achieved by leveraging cloud technologies or 
services will vary. Several factors impact the overall total cost of ownership of operating 
infrastructure, some being; acquisition cost, transition cost, on-going cost, upfront cost, 
usage-based pricing etc. 
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Performance- Performance is deemed to be the fulfilment of an obligation, in a manner 
that releases the performer from all liabilities under the contract. There are many different 
solutions offered by Cloud providers addressing the IT needs of different organizations. 
SMI measures Performance based on the attributes; functionality, interoperability, service 
response time and accuracy.  
Security and Privacy - Hosting data under another organization’s control is always a 
critical issue which requires stringent security policies employed by Cloud providers. This 
category includes attributes that indicate the effectiveness of service provider's controls on 
access to services, service data, and the physical facilities from which services are 
provided. Cloud computing security is the set of control-based technologies and policies 
designed to adhere to regulatory compliance rules and protect information, data 
applications and infrastructure associated with cloud computing use. Security and Privacy 
is multi-dimensional in nature and includes SMI attributes such as protecting 
confidentiality and privacy, data integrity and availability. 
Usability- Usability is the degree of ease with which products such as software and Web 
applications can be used to achieve required goals effectively and efficiently. The 
usability plays an important role for the rapid adoption of Cloud services. The usability of 
a Cloud service can depend on multiple SMI factors such as accessibility, installability, 
learnability, suitability and operability. 

3. Hierarchical Trust Model  

The CSMIC parameters discussed in previous section have been used to develop a Fuzzy 
based hierarchical trust evaluation model in [14]. This model provides an estimate for the 
trust values of the various CSPs and their plans. This model utilises five of the CSMIC 
parameters namely Agility, Finance, Performance, Security and Usability to choose a 
service provider based on users’ requirement which can be either Security/Finance. In this 
model shown in Figure 1, Security and Agility FIS gets evaluated as one entity; and 
Performance, Financial and Usability FIS as another entity which is later combined to 
obtain the trust estimate corresponding to a CSP plan. The combination of parameters was 
motivated by the need to reduce the fuzzy rules.  If the users’ concern is mainly Security 
offered at any cost, then this Security based hierarchical trust model shown in Figure 1 
can be used for trust estimation. If the customer needs to complete the task by identifying 
a service provider who satisfies his requirements with less Finance, he may choose the 
Finance based hierarchical trust model which is obtained from Figure 1 by swapping 
Security and Finance parameters. Now Finance and Agility are taken as one entity and the 
remaining three parameters are grouped as another entity.  The input attributes used for 
evaluation of the five parameters have been described in detail in [14]. Trust rating is 
presented for four infrastructure cloud providers; GoGrid, Rackspace, Amazon EC2 and 
Cloudflare who offer various plans at different costs and hardware facilities. The results 
described in [14] are tabulated here in Table 1. We can see that Rackspace Performance 
One and Amazon EC2 Large emerge as best plans for Security with trust estimate of 
0.755 whereas Rackspace Performance One is rated as the best service provider in terms 
of Finance. 
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Figure 1: Hierarchical Model based on Security 
 
This hierarchical fuzzy approach helps to choose a proper service needed by the customer 
at less computational cost by reducing the total number of fuzzy rules used in the 
complete process but since in this model, Security and Agility are considered as one entity, 
the trust estimate obtained for Security as a priority will have the Agility contribution in it. 
This may lead to ambiguous ranking of the service providers. Likewise a Finance based 
rating of trust providers will also have the contribution of Agility in it. A better approach 
would be to consider the user’s choice as a separate parameter and combine the remaining 
CSMIC parameters into one group. This modified model is described in detail in the next 
section. 

Table 1: Trust Values for Hierarchical Models 

CSP and Server  type Security based Finance based 
Gogrid Standard Dedicated Server 0.606 0.673 
Gogrid Advanced Dedicated Server 0.607 0.665 

Gogrid Ultra Dedicated Server 0.661 0.64 
Gogrid Elite Dedicated Server 0.679 0.75 

Rackspace Enhanced One 0.605 0.624 
Rackspace Enhanced Two 0.585 0.624 

Rackspace Performance One 0.755 0.755 
Rackspace Performance Two 0.67 0.578 

Amazon EC2 Small 0.578 0.725 
Amazon EC2 Medium 0.619 0.736 

Amazon EC2 Large 0.755 0.736 
Cloud flare Pro 0.578 0.557 

Cloud flare Business 0.649 0.649 
Cloud flare Enterprise 0.67 0.75 
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4. Modified Hierarchical Trust Model  

A variant of the model in Figure 1 is shown in Figure 2. The modification proposed here 
is to take Security/Finance/Performance based on user’s need as a separate parameter to 
FIS so that there is no biasing induced by the other attributes and parameters. So, now in 
the first stage, the attributes of the first level are fed into the respective Fuzzy Inference 
System to obtain the parameters like Security, Agility, Performance, Financial and 
Usability as before but in the second stage, the users’ priority decides the pairing of inputs 
to the Fuzzy Inference System. Figure 2 thus represents a Security based trust evaluation 
model. Here more weightage is given to Security and weight for other parameters is also 
related to the user’s choice. Once again Performance/Finance based trust estimation can 
be done by swapping Performance/Finance with Security in Figure 2. Thus in this model, 
the parameter which represents the user’s choice is directly taken to the Trust FIS and the 
rest of the four parameters are evaluated together, the output of which is taken to the Trust 
FIS to obtain the final trust rating. The rating obtained using the above three models are 
listed in Table 2. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2:Modified Hierarchical Model based on Security 

5. Results and Discussion 

The estimated trust values of the various CSPs using the modified Hierarchical trust 
model are listed in Table 2. The Security based, Finance based and Performance based 
values shown here have been obtained by assigning appropriate weights to the 
contributing parameters based on user’s priority.  Comparison of trust values in Tables 1 
and 2 leads to following observations: 
(i) The quantitative trust values change in Table 2 which is as expected as these are not 
contributed by the Agility parameter. The relative ranking of the service providers has 
been modified. 
(ii) For the Security based model Rackspace Performance One and Amazon EC2 Large 
plans with trust estimates of 0.755 have been rated best in Table 1, but Gogrid Advanced 
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Dedicated Server is rated as the top service provider in Table 2. This is also seen to be 
consistent with the input attributes described in [14]. From the attributes, we can see that 
the boost in trust values from Model 1 was due to higher values of Agility in Rackspace 
Performance One and Amazon EC2 Large plans. The coefficient of variation of the 
trust values of column 2 in Table 2 is 0.00487 as against the variation of 0.00344 in Table 
1. This increase in the variation helps to identify the required service provider without 
ambiguity. 
(iii) The estimates of trust estimates obtained from Finance based hierarchical model 
pertaining to Column 3 of Table 2 rank Cloudflare Pro and Amazon EC2 Large as the 
top two plans. This is in complete contrast to the trust value 0.557 of Cloudflare Pro 
listed in Table 1. The coefficient of variation in Table 2 is 0.00599 compared to 0.00447 
in Table 1, thus providing a better differentiation between the service providers. 
(iv) In Table 2, values are listed for the Performance based criteria to show that the model 
in Figure 2 can now be used flexibly to obtain trust values as per the user’s requirement. 
The trust estimates of this Performance based model rate Gogrid Elite Dedicated Server 
as the best plan with an estimate of 0.732.   
Thus the modified trust estimation model proposed in this paper would guide the users’ to 
identify a plan that best suits their requirement.  

Table 2: Hierarchical Fuzzy Model Results 

CSP and Server  type Security based Finance based Performance based 

Gogrid Standard Dedicated Server 0.544 0.639 0.535 

Gogrid Advanced Dedicated Server 0.622 0.673 0.658 

Gogrid Ultra Dedicated Server 0.433 0.571 0.517 

Gogrid Elite Dedicated Server 0.518 0.673 0.732 

Rackspace Enhanced One 0.509 0.502 0.658 

Rackspace Enhanced Two 0.491 0.557 0.512 

Rackspace Performance One 0.317 0.521 0.325 

Rackspace Performance Two 0.543 0.576 0.522 

Amazon EC2 Small 0.564 0.639 0.658 

Amazon EC2 Medium 0.539 0.555 0.526 

Amazon EC2 Large 0.491 0.715 0.52 

Cloud flare Pro 0.536 0.723 0.526 

Cloud flare Business 0.5 0.51 0.52 

Cloud flare Enterprise 0.509 0.518 0.658 

6. Conclusion 

This paper uses hierarchical models prioritized as per the users’ requirement to rank the 
various plans of Cloud Service Providers considering the five parameters namely Agility, 
Finance, Performance, Security and Usability. These parameters provide a standardized 
method for measuring and comparing Infrastructure services of cloud providers. Weights 
are assigned to these parameters to meet the users’ Infrastructure requirements. Estimate 
of trust values obtained by prioritizing Finance, Performance and Security demonstrate 
how the model is able to satisfy the consumers’ need. These trust values help the 
consumer to select a suitable service provider.  
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